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(54) Hitless protection switching 

(57) The invention provides a method and appara- 
tus for providing hitless protection switching in a trans- 
mission systems which support a standardised imple- 
mentation of virtual concatenation. A switching appara- 
tus is arranged to receive data signals on at least two 
transmission paths and to output data from a selected 
one of said transmission paths. The apparatus is ar- 
ranged to align the respective received data signals so 
that a selector mechanism can select between corre- 
sponding elements of the received data signals. This ar- 



rangement allows hitless switching to be performed 
since there is no loss or repetition of signal elements 
when switching occurs. In a preferred embodiment, data 
in respect of each frame of each data signal is stored 
and the selector mechanism selects between paths on 
a frame-by-frame basis by comparing quality informa- 
tion carried by the data signals. This arrangement offers 
a very low end to end Bit Error Rate (BER) performance. 
The invention is suitable for both synchronous and non- 
synchronous networks (for example, OTN)which imple- 
ment standardised virtual concatenation. 
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Description 

FIELD OF THE INVENTION 

[0001] The present invention relates to protection 5 
switching, particularly in systems in which frame-based 
signals include virtual containers which are virtually- 
concatenated. The invention thus particularly, but not 
exclusively, relates to hitless protection switching in a 
synchronous transmission system such as a Synchro- 10 
nous Digital Hierarchy (SDH) or Synchronous Optical 
Network (SONET) system, and also extends to trans- 
mission systems such as the Optical Transport Network 
which is capable of carrying signals having a virtually 
concatenated frame format. * 5 

BACKGROUND TO THE INVENTION 

[0002] In a synchronous telecommunications network 
or system, such as a Synchronous Digital Hierarchy 20 
(SDH) or SONET transmission network, traffic data is 
transported across the network via a transmission path. 
A path may comprise a number of sections, each section 
comprising a transport service between two adjacent 
nodes of the network. Each network node typically com- 25 
prises a synchronous transmission apparatus, such as 
a multiplexer, a regenerator or a cross-connect, for re- 
ceiving the traffic and, where applicable, processing the 
traffic and transmitting it on to another network node or 
to a local terminal. . 30 

[0003] It is common to provide path protection such 
that the traffic arrives at a destination node via two in- 
dependent paths namely, a main path and a stand-by 
path. If, for any reason, the main path should be com- 
promised or should fail, then the stand-by path is select- 35 
ed. Thus, at the destination node, a synchronous trans- 
mission apparatus is provided with a respective port for 
each incoming path and a single port for output of the 
selected path. The transmission quality of each path is 
evaluated at the respective ingress port and the results *o 
are communicated to the output port. A quality compar- 
ison is made at the output port and the path of higher 
quality is selected for output to the traffic destination. A 
protection switching apparatus is normally used to 
switch between the incoming data paths depending on *s 
which is selected. 

[0004] A problem with conventional protection switch- 
ing is that there is a traffic hit, i.e. an interruption in the 
traffic stream, whenever a protection switch is per- 
formed, irrespective of whether the switch is made as a $° 
result of, say, a planned maintenance activity or an 
equipment or optical fibre failure. A main cause of traffic 
hits during protection switching results from a differential 
time delay between the traffic arriving on the respective 
main and stand-by data paths. The differential time de- 55 
lay can arise for a variety of reasons including the re- 
spective physical distances of each data path, and the 
number and nature of intermediate network apparatus 
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on each path. 

[0005] Network operator-to-customer and network 
ope rator-to- network operator quality of service con- 
tracts typically specify required error performances for 
traffic transmission. In today's networks, a traffic outage 
of 50ms during protection switching is considered to be 
a maximum tolerable level. Failure to meet specified er- 
ror targets can result in loss of revenue or even loss of 
contract for a network operator. Hence, there is a need 
to minimize or eliminate traffic hits resulting from protec- 
tion switching. 

SUMMARY OF THE INVENTION 

[0006] Accordingly, a first aspect of the present inven- 
tion provides a switching apparatus, particularly for use 
in a synchronous transmission system, the apparatus 
being arranged to receive data signals on at least two 
transmission paths and to output data from a selected 
one of said transmission paths, the apparatus including 
a selector mechanism for selecting between transmis- 
sion paths, wherein the apparatus is arranged to align 
the respective data signals received on said transmis- 
sion paths so that said selector mechanism is able to 
select between corresponding elements of said re- 
ceived data signals. 

[0007] This arrangement allows hitless switching to 
be performed since there is no loss of or repetition of 
signal elements when switching occurs. 
[0008] Preferably said signal alignment is achieved 
by buffering the received data signals. 
[0009] Preferably the apparatus is arranged to re- 
ceive data signals on a main transmission path and a 
stand-by transmission path, each path carrying, in use, 
a substantially identical data signal. Thus, the apparatus 
allows hitless protection switching between the main 
and stand-by paths. 

[0010] Preferably, each element of each received da- 
ta signal is associated with a tag indicating the position 
of the element in the data signal, the selector mecha- 
nism being arranged to select between elements having 
corresponding tags, and to cause said output data to 
comprise said selected elements in sequential order ac- 
cording to the positional information indicated by the re- 
spective tags. 

[0011] Advantageously, said signal elements are 
comprised in a respective data frame, the selector 
mechanism being arranged to select between corre- 
sponding signal elements on a frame-by-frame basis. 
Preferably said signal elements comprise virtual con- 
tainers. 

[0012] Preferably said tags comprise Virtual Con- 
catenation overhead bits. 

[0013] Preferably, said selector mechanism is ar- 
ranged to compare the quality of the data signals re- 
ceived oh said transmission paths and to select the 
transmission path of better quality. 
[0014] Preferably the apparatus is arranged to store 
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the elements of each received data signal in a respec- 
tive data buffer. More preferably, the selector mecha- 
nism comprises a switching controller arranged to select 
between transmission paths, and a switch device ar- 
ranged to retrieve one or more signal elements from the 5 
data buffer corresponding to the selected transmission 
path and to cause the or each retrieved signal element 
to be output. Further preferably, the switching controller 
is arranged to select between transmission paths in re- 
spect of each signal element. Preferably, the switching io 
controller is arranged to compare the quality of corre- 
sponding respective signal elements from each re- 
ceived data signal and to cause the switch device to re- 
trieve the signal element having better quality. 
[0015] A second aspect of the invention provides a is 
synchronous transmission apparatus comprising a 
switching apparatus according to the first aspect of the 
invention. 

[001 6] A third aspect of the invention further provides 
a synchronous transmission system comprising a first 
synchronous transmission apparatus arranged to trans- 
mit data signals across a network on at least two trans- 
mission paths; and a second synchronous transmission 
apparatus arranged to receive said data signals on said 
at least two paths, wherein the first synchronous trans- 
mission apparatus is arranged to associate each ele- 
ment of each transmitted data signal with a tag indicat- 
ing the position of the signal element within the data sig- 
nal, and wherein said second synchronous transmission 
apparatus comprises a switching apparatus according 
to the first aspect of the invention. 
[0017] A fourth aspect of the invention provides a 
method of switching between transmission paths, the 
method comprising aligning the respective data signals 
received on said transmission paths; and selecting be- 
tween corresponding elements of said received data 
signals. 

[0018] A fifth aspect of the invention provides a meth- 
od of signal generation comprising the following: receiv- 
ing a plurality of secondary signals, each secondary sig- 
nal including a plurality of sequentially numbered signal 
elements derived from the same primary frame-based 
signal; aligning the plurality of secondary signals with 
each other by determining a differential delay between 
corresponding sequentially numbered signal elements 
of each secondary signal; compensating for the deter- 
mined differential delay using at least one delay element 
to synchronise the plurality of secondary signals with 
each other; presenting a plurality of synchronised sec- 
ondary signals to a switching element; and, switching 
on a frame-block by frame-block basis between said pi u- 
rality of synchronised secondary signals to generate at 
least one frame-based signal. 

[0019] Preferably, the plurality of sequentially num- 
bered signal elements derived from the same primary 
signal comprise virtually-concatenated virtual contain- 
ers numbered using a virtual concatenation numbering 
scheme which is implemented using one or more pre- 



determined bytes to designate the virtual concatenation . 
Preferably, the predetermined byte designated is H4. 
More preferably, the virtual concatenation numbering 
scheme implemented in accordance with ITU-T G.707. 
Alternatively, the virtual concatenation numbering 
scheme implemented in accordance with ITU-T G.709. 
[0020] Preferably : in the step of switching, each gen- 
erated frame-based signal comprises sequentially num- 
bered signal elements derived from a non-excluded sec- 
ondary signal, such that the original sequence number- 
ing of the primary signal is retained without interruption 
in each generated signal. 

[0021] The primary frame-based signal may have a 
higher data rate than a data rate of any one of said plu- 
rality of secondary signals. Alternatively, the primary 
frame-based signal may have a data rate equivalent to 
the data rate of any one of said plurality of secondary 
signals. 

[0022] Advantageously, therefore, the invention ena- 
bles a conventional signal to be protected using a virtual 
concatenation -like approach. 

[0023] Preferably, each frame-block comprises a sin- 
gle frame and wherein said step of switching is per- 
formed on a frame-by-frame basis. Alternatively, a 
frame-block comprises a plurality of frames. 
[0024] Preferably the plurality of sequentially num- 
bered signal elements derived from the same primary 
signal comprise virtually-concatenated virtual contain- 
ers numbered using a virtual concatenation numbering 
scheme, and wherein the step of switching generates at 
least one signal, each generated signal comprising vir- 
tual containers sequentially numbered using the virtual 
concatenation numbering scheme, said step of switch- 
ing retaining the sequence numbering without interrup- 
tion in each generated signal. 

[0025] Preferably each generated signal excludes 
one or more secondary signals, wherein each excluded 
secondary signal is excluded according to a predeter- 
mined selection criteria. 

[0026] More preferably, each generated signal ex- 
cludes a secondary signal, the secondary signal being 
excluded according to a predetermined selection crite- 
ria, wherein the predetermined selection criteria is taken 
from the group consisting of: signal quality; and bit-er- 
ror-ratio. 

[0027] A sixth aspect of the invention provides a pro- 
tection scheme for a frame-based primary signal, in 
which the optical signal is regenerated, the protection 
scheme comprising: receiving a plurality of secondary 
signals, each secondary signal including a plurality of 
sequentially numbered signal elements derived from the 
frame-based primary signal; aligning the plurality of sec- 
ondary signals with each other by determining a differ- 
ential delay between corresponding sequentially num- 
bered signal elements of each secondary signal; com- 
pensating for the determined differential delay using at 
least one delay element to synchronise the plurality of 
secondary signals with each other; presenting a plurality 
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of synchronised secondary signals to a switching ele- 
ment; and, switching on a frame-block by frame-block 
basis between said plurality of synchronised secondary 
signals to regenerate said primary signal. 
[0028] A seventh aspect of the invention provides ap- 
paratus arranged to implement signal generation, the 
apparatus comprising the following:- a plurality of re- 
ceivers arranged to receive a plurality of secondary sig- 
nals, each secondary signal including a plurality of se- 
quentially numbered signal elements derived from the 
same primary frame-based signal; alignment means ar- 
ranged to align the plurality of secondary signals with 
each other by determining a differential delay between 
corresponding sequentially numbered signal elements 
of each secondary signal; at least one delay element 
arranged to compensate for the determined differential 
delay to synchronise the plurality of secondary signals 
with each other; a switching element arranged to receive 
a plurality of synchronised secondary signals; and, a 
switch controller arranged to switch on a frame-block by 
frame-block basis between said plurality of synchro- 
nised secondary signals to generate at least one frame- 
based signal. 

[0029] An eight aspect of the invention provides ap- 
paratus arranged to implement a protection scheme for 
a frame-based primary signal, the apparatus compris- 
ing: a plurality of receivers receiving a plurality of sec- 
ondary signals, each secondary signal including a plu- 
rality of sequentially numbered signal elements derived 
from the frame-based primary signal; alignment means 
arranged to align the plurality of secondary signals with 
each other by determining a differential delay between 
corresponding sequentially numbered signal elements 
of each secondary signal; at least one delay element 
arranged to compensate for the determined differential 
delay to synchronise the plurality of secondary signals 
with each other; a switching element arranged to receive 
a plurality of synchronised secondary signals; and,a 
switch controller arranged to switch on a frame-block by 
frame-block basis between said plurality of synchro- 
nised secondary signals to regenerate said primary sig- 
nal. 

[0030] Advantageously, the invention can be imple- 
ment in synchronous network or in other non-synchro- 
nous networks such as the Optical Transport Network 
(OTN) which use virtual concatenation having a stand- 
ardised byte which designates virtual concatenation. 
A further advantage of the invention is that it enables 
the production of an output with a very low Bit Error Rate 
(BER) since the apparatus can select the path of higher 
quality on a frame-by-frame basis. The result of this is 
an output signal of very high quality. 
[0031] The preferred features may be combined as 
appropriate, as would be apparent to a skilled person, 
and may be combined with any of the aspects of the 
invention. 

[0032] Further advantageous aspects of the invention 
will become apparent to those ordinarily skilled in the art 



upon review of the following descriptions of specific em- 
bodiments of the invention and with reference to the ac- 
companying drawings. 

5 BRIEF DESCRIPTION OF THE DRAWINGS 

[0033] 
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Figure 1 is a schematic view of a portion of a syn- 
chronous transmission system; 

Figure 2 is a schematic view of a synchronous 
transmission apparatus including a conventional 
switching apparatus; 

Figure 3 is a schematic view of a synchronous 
transmission apparatus comprising a switching ap- 
paratus according to one aspect of the present In- 
vention; 

Figure 4 is a schematic view of a synchronous 
transmission apparatus including a preferred em- 
bodiment of the switching apparatus in Figure 3; 

Figure 5 is a schematic representation of data buff- 
ers implemented in a memory device; and 

Figure 6 is a schematic representation of a storage 
device containing signal quality information. 

DETAILED DESCRIPTION OF THE DRAWINGS 



[0034] Referring now to Figure 1 of the drawings, 
there is shown, generally indicated at 10, a schematic 

35 representation of a portion of a synchronous transmis- 
sion system in the form of a network ring. The network 
ring 10 comprises a plurality of network elements or 
nodes 12 interconnected by sections 14. Each node 12 
comprises a synchronous transmission apparatus, or 

40 network equipment, in the form of, for example, a mul- 
tiplexer, a cross-connect, a regenerator, or other signal 
processing or switching apparatus. 
[0035] Data traffic, comprising for example optical or 
electrical data signals, is carried across the network 10 

45 on a transmission path which may span a plurality of 
network nodes 12 and sections 1 4. In an SDH network, 
traffic is normally carried in a Synchronous Transmis- 
sion Module (STM). An STM can support one or more 
transmission paths depending on the capacity of the 

so STM (STM-1 , STM-4, STM-1 6 and STM-64) and on the 
data signal carried by the path . The data signal can carry 
data in data structures, or Virtual Containers (VCs), of 
differing sizes, such as the VC-4 or VC-12. Each path 
has an associated path overhead (POH) which enables 

55 the network equipment to monitor the transmission of 
the data signal across the whole path and to perform, 
for example, quality and error checks. 
[0036] In order to provide path protection, it is usually 



BNSDOCID: <£P 1261 157A2_I_> 



EP 1 261 157 A2 



8 



arranged that data traffic can travel from a traffic source 
to a traffic destination via more than one independent 
path. There are two main types of path protection 
schemes, namely Permanently Bridged protection 
schemes and Shared Protection schemes. In a Perma- 5 
nently Bridged protection scheme, the source traffic is 
normally transmitted along two independent paths, 
namely a main path and a stand-by path. Network equip- 
ment at the protection closure point receives the traffic 
on both the main and stand-by paths and, using the path 1 o 
overhead (POH) data, is able to compare the quality of 
each path i.e. compare the quality of the respective data 
signals received on each path. The equipment then se- 
lects the path of better quality for sending on to the traffic 
destination (which may entail local termination or for- '5 
warding on to other equipment on the network 1 0). A 
Dedicated Protection Ring(DPRing)ora 1+1 MSP (Mul- 
tiplexed Section Protection) are examples of a Perma- 
nently Bridged protection scheme. This is a dedicated 
path switched ring which sends traffic both ways around 20 
the ring, and uses a protection switch mechanism to se- 
lect one of the main or stand-by paths at the protection 
closure point upon detection of a loss of quality or failure 
in the other path. 

[0037] I n a shared protection scheme, the traffic is not 25 
normally transmitted along both a main and stand-by 
path. Instead, when it is necessary to perform protection 
(path) switching (for example when the main path fails 
or when it is desired to perform maintenance on the main 
path) the traffic is switched onto a stand-by path at both so 
the source and destination nodes. A Shared Protection 
Ring (SPRing) is an example of a Shared Protection 
scheme. This is a shared Multiplex Section (MS) 
switched ring which is able to share protection capacity 
which is reserved all the way around the ring. In the 35 
event of failure, protection switches operate on both 
sides of the failure to route traffic through the spare ca- 
pacity. 

[0038] In shared protection schemes it is not possible 
to perform hitless automatic protection switching be- *o 
cause the standby path is not available to the destination 
node until afailurehas occurred. However, user initiated 
protection switches involve a bridge (switch) of the 
source traffic onto the stand-by path while the main path 
is still active i.e. also carrying the source traffic. Network *s 
equipment at the destination node then selects and 
switches to the stand-by path. 

[0039] For example, with reference to Figure 1 , data 
traffic (not shown) may be transported from a traffic 
source A to a traffic destination B via a main path com- so 
prising path sections 1 4a, 1 4b and 1 4c, and via a stand- 
by path comprising path sections 1 4d, 1 4e : 1 4f and 1 4g. 
In the case where network 10 operates a Permanently 
Bridged protection scheme, traffic is transmitted on both 
the main and stand-by paths all of the time. The network 55 
equipment (not shown in Figure 1) at the protection clo- 
sure point, node 12B, receives the data traffic via both 
the main and the stand-by paths and selects the best 



path for output to traffic destination B, which may be a 
further network node or a local terminal (not shown). In 
the case where the network 1 0 operates a Shared pro- 
tection scheme, the traffic is only transmitted on both 
main and stand-by paths simultaneously in the event of 
a user-initiated protection switch, and only until the 
equipment at node 12B switches to the stand-by path. 
[0040] Protection switching in Permanently Bridged 
protection schemes and user-initiated protection switch- 
ing in Shared protection schemes both give rise to traffic 
hits as a result of a differential time delay between the 
main and stand-by paths. The differential time delay can 
arise as a result of different physical characteristics of 
the respective main and stand-by paths, most notably 
differences in the length of optical fibre (in the case of 
optical networks) that traffic must travel along on the re- 
spective paths. Typically, a delay of 5us is incurred per 
kilometre of fibre in an optical network. Thus, if the traffic 
on the stand-by path is delayed in time relative to the 
traffic on the main route, then some data frames that 
have already been passed through the output port to the 
traffic destination will be repeated in the event that pro- 
tection switching occurs in favour of the stand-by path. 
Alternatively, if the traffic on the stand-by path is ad- 
vanced in time relative to the traffic on the main route, 
then when the stand-by path is selected some data 
frames will be lost and will not reach the traffic destina- 
tion. Both of these eventualities cause the traffic desti- 
nation to incur a traffic hit. 

[0041] For example, in the simplistic network 10 
shown in Figure 1 , a data frame, transmitted simultane- 
ously from node 12A along both the main and stand-by 
paths, may travel several kilometres more by travelling 
from node 1 2A to node 1 2B along the stand-by path 1 4d, 
14e, 14f, 14g,than by travelling along the main path 14a, 
14b, 14c. Thus, the data frame arriving at node 12Bfrom 
the stand-by path will arrive some time later than its 
counterpart which travelled along the main path. 
[0042] Hence, if the equipment at node 1 2B switches 
from the main path to the stand-by path, a number of 
data frames that have already been transmitted to the 
traffic destination B (from the signal that arrived on the 
mai n pat h ) are transmitted agai n si nee th e stand-by path 
signal lags behind the main path. Alternatively, if traffic 
travelling on the main path lags behind the traffic trav- 
elling on the stand-by path, then, when the equipment 
at node 12B switches from the main path to the stand- 
by path, a number of data frames are lost i.e. are never 
sent to the traffic destination B, since the traffic on the 
stand-by path is a number of frames ahead of the traffic 
on the main path. The number of frames that are repeat- 
ed or lost depends on the size of the differential time 
delay 

[0043] Figure 2 s ho wsd3*sc hematic representation of 
a conventional synchronous transmission apparatus, 
generally indicated at 20, suitable for use as the network 
node 12B. The synchronous transmission apparatus 20 
may take the form of, for example, amultiplexer, across- 
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Gonnect, or a regenerator. For reasons of clarity, only 
those components of the apparatus 20 that are neces- 
sary for understanding the invention are shown. 
[0044] The apparatus 20 is arranged to receive data 
traffic from two transmission paths, namely a main path 
PATH_A and a stand-by path PATH_B. The apparatus 
20 comprises a respective signal adaptor 22, 24 for re- 
ceiving traffic from each transmission path PATH_A, 
PATH_B. The signal adaptors 22, 24 are arranged to 
adapt the incoming data signals on PATH_A and 
PATH_B to the timing of the local node 12 i.e. the timing 
of the apparatus 20. The signal adaptation process is 
commonly referred to as pointer processing. In SDH or 
SONET transmission systems, the adaptation process 
also known as SDH/SONET termination. Pointer 
processing's i gna I termination is well known and con- 
ventional methods for achieving this are described in 
ITU-T standards including ITU-T G.707 and G.783, 
which «4fc hereby incorporated herein by reference. 
[0045] During signal adaptation, it is normal to per- 
form quality checks in respect of each transmission 
path. This is done in conventional manner by examina- 
tion of the relevant bytes of the respective path over- 
head (POH) for each transmission path. For example, 
in SDH systems whore the transmission path comprises 
VC-1 (including VC-12. VC-11) or VC-2 structures, the 
V5 byte of the POH includes two bits, normally referred 
to as BIP-2 that are used for error performance moni- 
toring using a Bit Interleaved Parity (BIP) check on all 
the bytes in the previous VC-2/VC-1. Alternatively, 
where a path comprises VC-3 or VC-4 data structures, 
the POH comprises a byte, normally referred to as the 
B3 byte, that provides bit error monitoring over the path 
using an even bit parity code. BIP-8. This information is 
described in detail in ITU-T G.707. 
[0046] In the apparatus 20. q uality checks on PATH_A 
and PATH_B are made by the respective signal adap- 
tors 22 : 24 : in conventional manner. The apparatus 20 
further includes a switching apparatus, generally indi- 
cated at 21, comprising a selector mechanism in the 
form of a switch controller 26, and a switch device 28. 
Each signal adaptor 22 : 24 provides information on the 
quality of the respective paths to the switch controller 
26. The switch controller 26 is arranged to determine 
which path is of the higher quality and then to cause that 
path to be selected as the output (OUTPUT, Fig.2) of 
the apparatus 20. In its simplest form, the switch con- 
troller 26 comprises a comparator device for comparing 
the respective quality information of each path. The 
switch controller 26 controls the switch device 28 to se- 
lect the higher quality path as the output. For example, 
for a Permanent Bridge protection scheme, the main 
path, PATH_A. is normally selected by the switch 28 (as 
shown in Fig.2). However, when the switch controller 26 
detects that the quality of the stand-by path PATH_B is 
better than for PATH_A, then the switch controller 26 
causes the switch 28 to select PATH_B. PATH_B re- 
mains selected until the switch controller 26 determines 



that PATH_A is of higher quality. 
[0047] As described above, a problem with this con- 
ventional arrangement is that traffic hits due to differen- 
tial time delays between PATH_A and PATH_B are nor- 

5 mally incurred. 

[0048] To address this problem, and in accordance 
with the present invention, the respective data signals 
carried by the main and stand-by paths PATH_A, 
PATH_B are aligned, or re-aligned, before protection 

10 switching is performed. In this way, the switch device 
selects between corresponding elements, conveniently 
data containers, of the respective data signals on each 
path. 

[0049] Figure 3 shows a schematic representation of 

15 a synchronous transmission apparatus, generally indi- 
cated at 30, arranged in accordance with the invention. 
The apparatus 30 is generally similar in construction to 
the conventional apparatus 20 of Figure 2. The appara- 
tus 30 comprises a respective signal adaptor 32, 34 for 

20 each input data path PATH_A and PATH_B, and a 
switching apparatus 31 comprising selector mechanism 
in the form of a switch controller 36 and a switch device 
38, which are arranged to perform the same respective 
functions as described for the apparatus 20 with refer- 

25 ence to Figure 2. 

[0050] The apparatus 30 additionally comprises a re- 
alignment mechanism arranged to re-align the respec- 
tive data signals from each path with one another. The 
re-alignment mechanism is arranged to delay the data 

30 signal from one path with respect to the data signal from 
the other in order to compensate for any differential time 
delay that has arisen. In the embodiment illustrated in 
Figure 3, the re-alignment mechanism comprises a re- 
spective delay element or buffer 40, 42 associated with 

35 each of paths PATH_A and PATH_B. The buffers 40, 42 
may conveniently take the form of a data buffer, such as 
a conventional FIFO (FirsMn First-Out) memory. 
[0051] In a network 1 0 where the differential delay be- 
tween the main and stand-by paths PATH_A, PATH_B 

40 is known and is fixed, the re-alignment mechanism need 
only comprise the buffers 40, 42. For example, where 
the buffers 40, 42 comprise FIFOs and the stand-by path 
PATH_B is known to lag the main path PATH_A by a 
time differential corresponding to, say, one data frame 

45 (1 25us in an SDH system), then FIFO 40 is set to delay 
the data signal received on PATH_A by one data frame. 
Thus, corresponding data frames from the respective 
data signals are presented to the switch device 38 at 
substantially the same time. Hence, when protection 

50 switching occurs there is no loss or repetition of data 
frames at the output and therefore no traffic hit. 
[0052] In practice, the differential time delay between 
the main and stand-by paths is not normally fixed. For 
example, the respective routes that the main and stand- 

55 by paths take across the network 10 may change as a 
result of protection switching sub-networks (not shown) 
or pointer processing events. Such changes may result 
in changes in the differential time delay between the 
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* main and stand-by paths. For this reason, the re-align- 
ment mechanism preferably includes an alignment con- 
troller 44. The alignment controller 44 is arranged to de- 
termine the differential delay between the main and 
stand-by paths and to cause the delay elements 40, 42 
to compensate accordingly. To do this, each data ele- 
ment of the data signal on the respective paths is asso- 
ciated with a tag s or identifier, that identifies that data 
element's place, or position, in the sequence of data el- 
ements that comprise the respective data signal. In 
SDH/SONET systems, this is conveniently performed 
on a frame-by-frame basis. Thus, the first data frame of 
each data signal are both associated with a first identi- 
fier, e.g. Tag1, the respective second data frames are 
associated with a second identifier, e.g. Tag2, and so on. 
[0053] In one embodiment, the alignment controller 
44 is arranged to monitor the identifiers of data frames 
as they are received and processed by the respective 
signal adaptors 32, 34. When the data frame carrying, 
say, identifier 7apXis detected at one of the signal adap- 
tors 32,34, the alignment controller 44 measures the 
time that elapses until the corresponding data frame car- 
rying TagX is detected at the other signal adaptor 32, 
34. The alignment controller 44 then configures the de- 
lay elements 40, 40 accordingly to compensate for the 
measured differential delay. Thus, after an initial run-in 
period, the data signals from both PATH_A and PATH_B 
are aligned, or synchronised, when presented to the 
switching device 38. The alignment process may be re- 
peated periodically to allow for changes in the differen- 
tial time delay. 

[0054] Alternatively, the alignment controller 44 may 
be arranged to control the FIFOs 40, 42 such that which- 
ever FIFO 40, 42 receives the data frame carrying a giv- 
en identifier, say, TagX first, holds said data frame in the 
FIFO 40, 42 until the other FIFO 40, 42 has received the 
corresponding data frame carrying TagX. The alignment 
controller 44 then controls the FIFOs 40, 42 so that the 
respective TagX data frames are output from the FIFOs 
40, 42 at the same time. Thus, after an initial run-in pe- 
riod, the data signals from both PATH_A and PATH_B 
are aligned, or synchronised, when presented to the 
switching device 38. As before, the alignment process 
may be repeated periodically to allow for changes in the 
differential time delay. 

[0055] The tagging of data frames is conveniently per- 
formed using known Virtual Concatenation techniques. 
Virtual Concatenation is an SDH/SONET technology 
that allows data signals to be spread across multiple 
SDH/SONET data containers which can then be trans- 
ported separately across a transmission infrastructure. 
As a result, the containers do not necessarily arrive at 
their destination in the correct sequence. Therefore, the 
network equipment at the destination must re-align the 
containers in order to construct the original data signal. 
To enable realignment, the data frames of the original 
data signal are numbered, or tagged, at their transmis- 
sion source, i.e. by the network equipment that transmits 
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the original data signal. In particular, each virtual con- 
tainer of a data signal is provided with a identifier in its 
path overhead that identifies the data frame to which it 
belongs. Virtual Concatenation is described in ITU-T G. 

5 707 ( in particu lar G . 707/Y. 1 322 ( 1 0/00) wh ich is hereby 
incorporated herein by reference. 
[0056] In a preferred embodiment of the present in- 
vention, therefore, Virtual Concatenation techniques, 
namely the numbering of data frames at the transmis- 

10 sion source to allow re-alignment at the destination, are 
used in the field of protection switching to facilitate re- 
alignment of corresponding data frames from the main 
and stand-by transmission paths and thereby to com- 
pensate for the effects of differential delay. 

is [0057] Referring again to Figure 1, the node 12A, 
which in the present example is the transmission 
source, is arranged to implement a Virtual Concatena- 
tion numbering, or tagging, schemeto source traffic (not 
shown) received from the source A. The Virtual Con- 

20 catenation numbering scheme is conveniently applied 
in conventional manner in accordance with ITU-T G. 
707. The tagged source traffic is then launched by node 
12A on both the main path 14a, 14b, 1 4c and the stand- 
by path 14d, 14e, 14f, 14g. In this way, corresponding 

25 data containers (Virtual Containers in SDH systems) on 
both the main and stand-by paths are accorded the 
same respective frame ID, or frame number, and Se- 
quence ID at the transmission source. In accordance 
with Virtual Concatenation, this information is carried in 

30 the respective path overhead (POH) of the virtual con- 
tainers. Virtual Concatenation assigns data frames to 
groups, the Sequence ID indicating where a given frame 
lies in a grouo. For the purposes of the invention, Se- 
quence ID may be set to zero for all data frames, indi- 

35 eating that each group comprises only one data frame. 
For Virtual Concatenation schemes that also employ a 
'type' tag (known in virtual concatenation as a control 
code), type may be set to 'last' for each data frame to 
indicate that each frame is the last in its respective 

40 group. The apparatus at the destination node 1 2B treats 
all data containers with the same frame number and se- 
quence ID as a protection group (it is possible to have 
more than one stand-by container). This means that, for 
example, in cases where there are several stand-by 

45 containers (each having arrived on a respective stand- 
by path) the destination node is arranged to select be- 
tween all virtual containers belonging to the same pro- 
tection group since these containers are corresponding 
elements of the signals received on the main and re- 

50 spective stand-by paths. The Virtual Concatenation 
scheme also allows the transmission paths to be closed 
at intermediate points in the network and then re- 
launched. It is possible to introduce the Virtual Concate- 
nation numbering scheme at a point in the network other 

55 than the source at which the paths were created. If this 
approach is adopted, the path overheads may be ad- 
justed to accommodate changes caused by the intro- 
duction of the Virtual Concatenation numbering 
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scheme. 

[0058] Thus, each data container arriving at node 1 2B 
on the main path 14a, 14b, 14c is associated with a re- 
spective frame ID, or number, that identifies to which da- 
ta frame of the source data signal it belongs. Each cor- 5 
responding data container arriving on the stand-by path 
14d, 14e, 14f, 14g, is associated with the same respec- 
tive frame ID. 

[0059] Figure4shows a schematic view of a preferred 
embodiment of the apparatus of Figure 3 (indicated as 10 
130 in Figure 4) for re-aligning the data signals on the 
main and standby paths, and performing protection 
switching. The embodiment of Figure 4 is suitable for 
use at node 12B. 

[0060] The apparatus 1 30 comprises respective in- 15 
puts for receiving data signals on the main path PATH_A 
and the stand-by path PATH_B, and an output OUTPUT 
for providing a protection switched data signal to the traf- 
fic destination (destination B in Figure 1 ). The apparatus 
1 30 comprises a respective signal adaptor 1 32, 1 34 for 20 
each incoming transmission path PATH_A, PATH„B. 
The signal adaptors 132, 134 perform the SDH/SONET 
termination operations, or pointer processing as de- 
scribed for the signal adaptors in Figures 2 and 3. As 
part of the SDH/SONET termination process, the signal 25 
adaptors 132, 134 identify the bytes within the overall 
payload (e.g. an STM-1) that belong to the particular 
traffic channel (e.g. a VC-12) that is being protected by 
the main and stand-by paths. All bytes of the channel, 
including the path overhead bytes, are marked during 30 
the termination process in conventional manner. 
[0061] The apparatus 130 further includes switching 
apparatus, generally indicated at 131 , according to the 
invention which comprises a selector mechanism in the 
form of a switching controller 136, and a switch device 35 
1 43. The switch device 1 43 takes the form of a read con- 
troller. The apparatus 1 30 also includes, or is coopera- 
ble with, a buffer device, or storage device 1 35. The stor- 
age device 1 35 preferably comprises a memory device 
such as a Random Access Memory e.g. a Dynamic or 40 
Static Random Access Memory (DRAM or SRAM). The 
switching controller 136 includes, or is otherwise asso- 
ciated with, a storage device 137. In Figure 4, the stor- 
age device 137 is labelled QTAB and is shown within 
the switching controller 136, although this need not nec- 45 
essarily be the case. For example, the storage device 
1 37 may also take the form of a RAM . 
[0062] The read controller 1 43 is arranged to read, un- 
der the control of the switching controller 1 36, data from 
the storage device 1 35 and output the retrieved data, so 
The read controller 1 43 preferably takes the form of a 
memory reading device. 

[0063] The apparatus 130 also includes a respective 
path overhead monitor and write controller 1 39, 141 , ar- 
ranged to receive the processed data channel from a 55 
respective signal adaptor 132, 134. In Figure 4, the path 
overhead monitor and write controllers 139, 141 are la- 
belled as VCOM (Virtual Concatenation Overhead Mon- 
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itor). 

[0064] The VCOMs 139, 141 are arranged to locate 
the byte of the respective processed data channel that 
contains the frame ID tag. In accordance with standard 
Virtual Concatenation this information is included in the 
virtual concatenation overhead data which is located in 
the H4 byte for high order pay loads (e.g. VC-4) or in the 
K4 byte for low order payloads (e.g. VC-12). The VCOM 
1 39, 1 41 is arranged to provide the virtual concatenation 
overhead data, in particular the frame number, to the 
switching controller 136. The VCOM 139, 141 may be 
arranged to send the entire H4/K4 byte (as applicable) 
to the switching controller 136, or alternatively may be 
arranged to extract the frame number from the H4/K4 
byte, and.provide only this information to the switching 
controller 136. 

[0065] The switching controller 136 is also arranged 
to receive from the signal adaptors 1 32, 134 information 
concerning the quality of the respective paths PATH_A 
and PATH_B (data line 153 In Figure 4). The signal 
adaptors 132, 134 extract the quality information, includ- 
ing fault data and error data, from the respective data 
signals, or data channels, in conventional manner. The 
quality information conveniently comprises the parity in- 
formation included in the path overhead of the data con- 
tainers being switched. 

[0066] The switching controller 1 36 stores the respec- 
tive quality data for each frame and in respect of both 
paths PATH_A and PATHJ3 in the storage device 137. 
Conveniently, this information may be stored in tabular 
form as shown in Figure 6. As can be seen from Figure 
6, the table stores a respective frame quality indicator 
Q for each data frame of both the main and stand-by 
paths PATH_A, PATH_B. Quality indicator Q(n) in the 
column PATH_A represents the quality of frame n of the 
data signal on PATH_A, Q(n-1 ) in column PATH_B rep- 
resents the quality of frame n-1 of the data signal on 
PATH_B, and so on, where n corresponds to the frame 
number, or frame ID, with which the respective frames 
are tagged. 

[0067] The VCOMs 139, 141 are also arranged to 
store data from each frame from the respective paths 
PATH_A, PATH_B in a respective storage area in the 
storage device 135. To this end, each VCOM 139, 141 
has a respective address line 145, 149 and respective 
data line 147, 151 for communication with the storage 
device 135. For each data frame, the VCOM 139, 141 
uses the respective frame numbers to address, or lo- 
cate, the respective storage area in the storage device 
135 allocated to that frame. The VCOM 139, 141 then 
stores the data for each frame in the respective storage 
area via data line 1 47, 151 respectively. The storage de- 
vice 135 thus provides a respective buffer for receiving 
data from successive data frames from the respective 
paths PATH_A and PATH_B. 

[0068] Figure 5 shows a schematic representation of 
the storage device 135 in which the storage device 135 
comprises a respective data buffer 1 56, 1 58 for PATH_A 
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data frames and PATH_B data frames. Each buffer 1 56, 
158 comprises a plurality of storage areas 160, one for 
each data frame. In the example illustrated in Figure 5, 
in the buffer 1 56 for PATH_A, the uppermost (as viewed 
in Figure 5) storage area 160 holds the data, A(n), for 
frame n of the PATH_A data signal, the preceding stor- 
age area 160 holds the data, A(n-1), for the previous 
frame n-1 , and so on. It is assumed for illustrative pur- 
poses that the data signal on PATH_B lags the signal 
on PATH_A by one data frame. In the buffer 158 for 
PATH_B, therefore, the storage area 1 60 corresponding 
to frame n is empty since frame number n-1 is the latest 
received frame on PATH_B- Buffering the data frames 
allows the respective main and stand-by data signals to 
be re-aligned to compensate for a differential time delay 
as is described below. 

[0069] The switching controller 1 36 is responsible for 
selecting which of the main and stand-by data paths 
PATH_A ; PATH_B is to be output to the traffic destina- 
tion and for causing the selected data to be output. In 
the preferred embodiment, the switching controller 1 36 
operates on a frame-by-frame basis and, using the qual- 
ity data stored in the storage device 137, compares the 
quality of the data frame received on PATH_A with the 
quality of the corresponding data frame from PATH_B. 
For each frame, the switching controller 136 selects the 
path from which the data is indicated as being of better 
quality. Preferably, the switching controller 136 is ar- 
ranged to perform the comparison/selection operation 
at least one frame behind the lagging transmission path 
to ensure that the storage devices 136, 137 hold data 
in respect of both paths for the frame being analysed. 
For example, in Figures 5 and 6, PATH_B is assumed 
to lag PATH_A by one frame. Thus, the respective frame 
data and quality data is available in respect of frames 
up to and including frame n for PATH_A (A(n), Q(n)), but 
not for PATH_B, for which the information is only avail- 
able for frames up to and including frame n-1 . 
[0070] In general, the switching controller 136 is ar- 
ranged to operate at frame n-X, where X is at least equal 
to the number of frames by which the lagging path lags 
the leading path. Thus, for frame n-X, the switching con- 
troller 1 36 compares the respective quality data Q(X) for 
each path PATH_A and PATH_B and determines which 
path contains the better copy of the frame data for frame 
n-X. The switching controller 136 then provides the read 
controller 143, via data line 162, with information iden- 
tifying the frame number n-X and the path that it has 
selected as being of better quality for that frame number. 
[0071] The read controller 143 is responsible for re- 
trieving data in respect of each frame from the storage 
device 1 35 under the direction of the switching controller 
136. The read controller 143 uses the information pro- 
vided by the switching controller 136 to determine the 
start address of the storage area 1 60 containing the se- 
lected frame data. The read controller 1 43 then address- 
es the appropriate storage area 160, via address line 
164, retrieves the frame data contained in the ad- 



dressed storage area 1 60 via data line 1 66 and provides 
the retrieved data to the output. 

[0072] The switching controller 136 repeats the com- 
parison/selection process for each subsequent frame 

5 (n-X+1 , n-X+2 and so on), the selected frame data being 
retrieved and output by the read controller 1 43 as de- 
scribed above. The output of the apparatus 130 there- 
fore comprises data from the selected data frames in 
sequential order according to the position indicated by 

10 their respective tags. The switching controller 136 and 
the read controller 143 may be arranged to operate at 
a rate compatible with the frequency of the incoming da- 
ta signals on paths PATH_A and PATH_B so that the 
output data signal OUTPUT is provided at substantially 

is the same frequency as the input data signals. 

[0073] The preferred embodiment of the apparatus 
130 as described above is arranged to operate on only 
one channel from each received data frame. Thus if , for 
example, a received data frame is an STM-1 frame com- 

20 prising 63 VC-1 2s (each VC-1 2 potentially serving as a 
separate channel), then the signal adaptors 132, 134 
are arranged only to provide one VC-1 2 from the respec- 
tive main and stand-by paths to the respective VCOMs 
139, 141, and to provide quality information to the 

25 switching controller 136 in respect of said respective 
one VC-1 2 (the quality information being extracted from 
the path overhead of each VC-1 2 in conventional man- 
ner). The VCOMs 139, 141 therefore store in the mem- 
ory 135 only one VC-1 2 in respect of each frame In ac- 

30 cordance with standard Virtual Concatenation tech- 
niques, each VC-1 2 has a frame ID (as part of its Virtual 
Concatenation Overhead) included in its path overhead 
identifying to which frame that VC-1 2 belongs. This al- 
lows the VCOMs 1 39, 1 41 to store and process the VC- 

35 12s on a frame-by-frame basis. The switching controller 
136, in deciding which of the main and stand-by paths 
to select, makes a comparison between the quality of 
VC-1 2s from corresponding frames of the signals re- 
ceived on the main and stand-by paths. Hence, the ap- 

40 paratus selects between, or switches between, corre- 
sponding data containers but on a frame-by-frame ba- 
sis. The read controller 1 43 is then caused to output the 
selected VC-1 2 in relation to each frame. The other VC- 
12s of each data frame may be terminated at the signal 

45 adaptors 1 32. In such an embodiment, the apparatus 
130 performs path protection on only one channel of the 
incoming data frames. If protection is required on more 
than one channel, then each channel that requires pro- 
tection may be processed by a respective instantiation 

so of the apparatus of the invention. 

[0074] At the output, the output data in respect of each 
frame (which in the preferred embodiment comprises 
data for only one channel, e.g. a VC-1 2 or VC-4) may 
be incorporated into a standards compliant data frame 

55 for output to a synchronous transmission apparatus or 
system. For example, an output VC-1 2 may be incorpo- 
rated into an STM-1 frame where some or all of the other 
62 VC-1 2s are declared unassigned or AIS. Alternative- 
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ly, the output VC-12 may be combined with other output 
channel data (from for example other instantiations of 
the apparatus) to form a data frame. 
[0075] The arrangement described above applies 
equally to signals of other compositions e.g. STM-N 
frames comprising high order or low order virtual con- 
tainers. 

[0076] In an alternative embodiment of the invention, 
the apparatus may be arranged to operate on multiple 
channels by means of time division multiplexing. 
[0077] Since the switching controller 136 always se- 
lects between corresponding frames (i.e. having corre- 
sponding tags) from PATH_A and PATH_B i.e. frames 
that carry the same data, then there is no loss of data 
frames or repetition of data frames when the switching 
controller 136 causes switching from one transmission 
path to the other. Thus, after an initial run-in period in 
which a number (at least as many as the number of 
frames by which the data signal on one path lags the 
data signal on the other) of data frames are read into 
the respective buffers 156, 158, the apparatus 130 pro- 
duces an output signal OUTPUT that does not incur a 
traffic hit when protection switching is performed. 
Hence, by buffering the respective data signals on the 
main and stand-by paths, the apparatus 130 is able to 
realign the data signals and thereby to perform hitless 
protection switching between the two paths. 
[0078] Further, with a conventional switching mecha- 
nism, there is normally an error threshold below which 
a switch controller does not perform protection switching 
because the actual act of protection switching is likely 
to cause a loss of signal quality greater than that result- 
ing from the errors present in the currently selected data 
signal. Thus, a selected, or active, data signal may suf- 
fer a relatively low Bit Error Rate (BER), commonly 
known as a dribbling error, without causing protection 
switching to be performed. However with the apparatus 
130 of the present invention, no traffic hit is incurred 
when protection switching is performed and so the ap- 
paratus 130 can readily switch between the main and 
stand-by paths to substantially reduce, or eliminate, 
dribbling errors and the like. Moreover, because the ap- 
paratus 1 30 operates on a frame-by-frame basis, i.e. the 
apparatus 130 can readily switch between the main and 
stand-by paths from frame to frame, the overall quality 
of the output signal OUTPUT is further increased. 
[0079] Thus, an important advantage of the invention 
is that it allows a path to be chosen on a frame-by-frame 
basis in real time unlike conventional protection 
schemes which allow dribbling errors below a signal de- 
grade threshold. The invention therefore not only affords 
hitless protection switching but also offers very low end 
to end BER performance without utilising extra network 
resources. For example, consider a dedicated protec- 
tion scheme with two distinct transmission paths oper- 
ating at 2.5 GHz where the path level BER is 1 in 1 E1 2 
(1 E1 2 = 1 x 1 0 12 ). The number of bits perframe is 2.5G/ 
8000 = 31 2500. The probability of a frame error is there- 



fore 1 in 1E1 2 by 31 2500 which is 1 in 1 .32 E6. Because 
the invention allows protection switching on a frame-by- 
frame basis, to calculate the output BER it is necessary 
to calculate the probability of having a simultaneous 
5 frame error on both paths (i.e. the square of the path 
frame error rate) which in this case is 1 in 1 .024E1 3. For 
a 2.5GHz signal, this corresponds to one error approx- 
imately every 40 years. 

[0080] It will be understood that the invention is appli- 
10 cable to both Permanently Bridged Protection schemes 
and to Shared Protection schemes. In a Permanently 
Bridged scheme, the main path and the stand-by path 
are permanently available and so protection switching 
can be performed on a frame-by-frame basis as de- 
15 scribed above. In a conventional Shared Protection 
scheme, upon initiation by a user of a protection switch 
operation, the source traffic is bridged onto a stand-by 
path and so the destination node (12B in Figure 1) re- 
ceives both a main and a stand-by data path until the 
20 switching operation has actually taken place. 

[0081] In the hitless scheme of the invention, the vir- 
tual concatenation tag is applied to the main path at the 
source node on path creation (as described above). The 
stand-by path does not exist until the user requests a 
25 switch operation. At such time, the main path with virtual 
concatenation tags is bridged on to the shared protec- 
tion resource path to create the standby path. 
[0082] At the destination node the main and initially 
absent stand-by path are passed through a virtual con- 
30 catenation buffer (as described in connection with the 
apparatus 1 30) which is normally empty. As before, the 
function of the buffer is to remove differential delay on 
main and standby paths when a switch operation is per- 
formed. When the user requests a switch, the source 
35 node performs a bridge operation and the two paths are 
presented to the destination node. These paths will have 
a differential delay and the path that travels the shortest 
route requires buffering to delay it to align it with the path 
on the longer route. If the short path is the newly created 
40 standby path then the buffer can be filled instantaneous- 
ly (without special control) and the two paths aligned. If 
the short path is the active main path then the buffer 
cannot be filled instantaneously, ratherthe buffer is filled 
by slowing down the live output traffic by introducing out- 
45 put pointer movements (This mechanism ensures the 
pay load stays within the SDH timing specification and 
is not damaged). The output pointer movement causes 
less traffic to be written out every frame and the virtual 
concatenation buffer starts to fill. When the buffer is suit- 
50 ably filled the two paths are aligned and the switch is 
performed hitlessly. The unused path is torn down and 
the virtual concatenation buffer emptied using output 
pointer movements. 

[0083] Thus, the apparatus 30, 130 of the invention 
55 can then be used to effect the switch from the main path 
to the standby path without incurring a traffic hit in a sim- 
ilar manner as described above. 
[0084] It will be understood that the invention is suit- 
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• able for use with data signals carrying either high order 
payloads (e.g. VC-4s) or low order payloads (e.g. VC- 
12s). Thus, in addition to its ability to protect a single 
VC-n/ VTn orSTS-n, the apparatus of the invention may 
be used to protect a VC-4 or STS-1 , which in tum is car- 5 
rying low order traffic. This enables one protection func- 
tion to protect up to 84 (in the case of a VC-4 carrying 
VC-11s ) separate channels. 

[0085] This operation is possible because the over- 
head added to a VC-4 to support virtual concatenation, 10 
and which is used in the preferred embodiment of the 
invention, is a superset of the overhead added to sup- 
port the transportation of low order payloads such as 
VC-1 2s or VT1 .5s. A VC-4 or STS-1 carrying a low order 
payload (e.g. VC-1 2 or VT1 .5) employs a 4 frame mul- '5 
tiframe to transport the data. Each VC-4 frame therefore 
carries only one quarter of the data, and requires an 
identifier to indicate which quarter this is. This identifier 
is provided by the H4 byte. The bottom two bits are re- 
quired to perform a binary count of 0,1 ,2,3,0,1 s 2 etc. The 20 
frame which is received after an H4 of 0 is the first frame 
of the multiframe. When carrying low order traffic, the 
upper 6 bits of H4 are undefined. 
[0086] With virtual concatenation, the overhead is 
transported in a 1 6 frame multiframe, with the overhead 25 
information carried in the top 4 bits, and the multiframe 
identifier carried in the lower 4 bits. The multiframe iden- 
tifier (see ITU-T G707 MFI1) is a modulo 16 binary count 
0,1 ,2.. ,15,0,1 etc It may be seen that if a 4 bit binary 
counter is implemented in the H4 byte, then the bottom. 30 
two bits will appear to be acting as a 2 bit binary counter, 
as required for the transport of low order structures. 
[0087] It is therefore possible to use a VC^t or STS- 
1 with a virtual concatenation overhead to transport low 
order traffic. At the receiving node, the two or more VC- 35 
4s or STS-ls received from the transmitting node are 
passed to the apparatus of the invention. The apparatus 
selects the best path, or frame, and outputs this to a low 
order processing block (not shown). The low order 
processing function will use the bottom 2 bits of the re- 40 
ceived H4 to determine the multiframe structure, and ex- 
tract the low order traffic. The top 6 bits of the H4 byte 
will be ignored. 

[0088] The invention is also suitable for use with vir- 
tually concatenated data signals as defined by G.707, 45 
such as the VC-4-2V which comprises two concatenat- 
ed VC-4s. In this case, each transmission path compris- 
es two data lines (one for each VC-4 channel) and the 
storage devices 135, 137 comprise respective entries 
for the frames of each VC-4 channel of each path. The so 
switching controller selects which data is to be output 
on a frame by frame basis substantially as described 
above with reference to Figure 4, except that in this case 
the better quality frame data is selected for each of the 
concatenated VC-4 signals such that the output signal 55 
also comprises a virtually concatenated signal. 
[0089] The switching controller 136, read controller 
143, storage device 137 and VCOMs 139, 141 maycon- 
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veniently be implemented as an integrated circuit in, for 
example, an Application Specific Integrated Circuit 
(ASIC) or a Field Programmable Gate Array (FPGA). 
The memory 135 is conveniently an external RAM (i.e. 
external to the integrated circuit) but may alternatively 
be provided inside of the ASIC. Similarly, the memory 
137 may be internal or external to the ASIC/FPGA as is 
convenient. The signal adaptors 132, 134 are conven- 
tional and are normally present in network nodes of a 
synchronous transmission system. 
[0090] In the preferred embodiment of the invention 
described above, the switching apparatus selects and 
switched between data containers on a frame-by-frame 
basis. This is preferred because in SDH/SONET quality 
information in the form of parity information is available 
for each frame. Also, in accordance with the virtual con- 
catenation scheme employed in the preferred embodi- 
ment, each data container carries information relating 
to the frame to which it belongs. However, a skilled per- 
son will appreciate that in an alternative embodiment, 
data containers may by switched on a multiple frame 
basis or a sub-frame basis, as is desired. 
[0091] Although the invention is described herein pri- 
marily in the context of SDH systems, a skilled person 
will appreciate that the invention is equally applicable to 
other synchronous systems, for example SONET. More- 
over, the invention may be employed in any system or 
apparatus that employs synchronous framing for trans- 
porting data, for example an ATM (Asynchronous Trans- 
fer Mode) apparatus having SDH/SONET ports. It will 
further be appreciated that the invention may be used 
to provide hitless switching in non-synchronous sys- 
tems by introducing an appropriate tagging scheme for 
non-synchronous signal elements (e.g. ATM cells, or 
signals carried in the optical transport network). 
[0092] Whilst standardised virtual concatenation 
techniques have been predominantly described in the 
above description in the context of synchronous net- 
works, the use of standardised virtual concatenation to 
implement hitless protection switching extends to non- 
synchronous networks in other alternative embodi- 
ments of the invention. In this context, the term "stand- 
ardised" implies a designated byte (or a plurality of 
bytes, which may or may not be adjacent) is used to in- 
dicate virtual concatenation, for example, H4 in the 
SONET/SDH standard virtual concatenation schemes 
implemented in ITU-T recommendation G.707). 
[0093] Other embodiments of the invention are appli- 
cable in non-synchronous networks such as the optical 
transport network (OTN) which implements a standard- 
ised virtual concatenation scheme such as is defined by 
ITU-T recommendation G.709, a copy of which is filed 
herewith the text of which is hereby incorporated by ref- 
erence. Described generically, virtual concatenation is 
a technique which enables the transport of a higher rate 
data stream over a number of paths, each path support- 
ing a fraction of the higher rate data stream. This re- 
quires the higher rate data stream to be divided over the 
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multiple lower rate paths together with alignment infor- 
mation. At the destination, (and/or at an intermediate 
point), the multiple paths can accumulate a differential 
delay. The realignment information is then used to rea- 
lign the signals from each path, such that the original 5 
higher rate signal may be recovered. The invention en- 
ables the higher rate signal to be recovered with its orig- 
inal BER by mitigating or removing any signal degrada- 
tion which could otherwise arise by reconstructing the 
higher rate signal using differentially delays lower rate 10 
signals. 

[0094] The removal of the differential delay does not 
require "virtual concatenation" per se, merely the inclu- 
sion of a tag which enables alignment to take place 
whenever a signal has been decomposed into a number 15 
of secondary signals and the secondary signals have 
been routed across a network along two or more differ- 
ent paths. 

[0095] The advantages of decomposing a primary 
signal (for example, comprising a higher rate data 20 
stream) into a number of secondary signals (for exam- 
ple, comprising lower rate data streams) include ease 
of routing the primary signal as more paths may have 
the capacity to carry the secondary signals than the orig- 
inal primary signal. 25 
[0096] Alignment is achieved by certain tags or se- 
quence identifiers which identify the sequence of the 
signal elements of the primary signal which are carried 
by the secondary signals. A signal may be split into sig- 
nal elements (for example, virtual containers) which 30 
may be multiplexed in such a way that they are included 
in other signal elements (for example, a higher order vir- 
tual container). As a secondary signal may carry several 
channels, the sequence identifiers need to be deter- 
mined without the secondary signals having to undergo 35 
any intermediate de-multiplexing. The primary signal 
needs to have a frame-based format, and once aligned, 
the primary signal may be regenerated or further sec- 
ondary signals may be regenerated. 

[0097] In one embodiment, the frame based structure 40 
of the secondary signals is transmitted at regular inter- 
vals, and an overhead is attached is attached to the 
frame-based structure to provide a regular path over- 
head into which a virtual concatenation overhead can 
be placed. This provides a fixed phase relationship be- 45 
tween the frame-based structure path overhead and the 
data which is carried by the frame-based structure to 
which it is attached. Such a fixed phase relationship is 
apparent in synchronous networks such as SONET/ 
SDH, where virtual concatenation schemes are imple- so 
mented such as in ITU-recommendation G.707 sup- 
ports, and also in non-synchronous networks which im- 
plement a virtual concatenation scheme, for example, 
such as are supported by ITU-T recommendation G. 
709. 55 
[0098] Thus, by exploiting the use of a predetermined 
byte to indicate virtual concatenation such as are used 
in standards such as G.707 and G.709, the invention 
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allows further functionality to be achieved from these 
standard virtual concatenation schemes, for example, 
hitless protection can be implemented without increas- 
ing the overhead in the protected signals thus allowing 
more efficient use of available network resources. 
[0099] Other functionality which is derived from the 
use of a standardised virtual concatenation scheme in- 
cludes restoring the BER of virtually concatenated sig- 
nals to the BER of the original signal. 
[0100] The invention may be implemented either at 
the originating and terminating points of the connection 
only or may be additionally implemented at intermedi- 
ate points within the network. This enables virtually con- 
catenated signals to experience larger differential de- 
lays over their total route than is the case if no interme- 
diate removal of accumulated differential delay occurs. 
[0101] The invention may comprise in combination 
with any one of the other embodiments (which are not 
necessary mutually exclusive, as is apparent to the per- 
son skilled in the art) at a first node in a communications 
network launching the same frame-based signal into 
two or more paths across the network and using a virtual 
concatenation capability to re-align the recovered sig- 
nals at another node in the network, for example, the 
destination node. Once re-aligned, additional means 
may be provided to select a desired signal hitlessly (i. 
e., preferably without frame-loss) from the signals re- 
ceived from the two or more paths across the network 
on a frame-block by frame-block. In this context, a 
frame-block may consist of a single frame, thus enabling 
switching between recovered re-aligned signals to be 
performed on a frame-by-frame basis. Alternatively, a 
plurality of frames may be grouped into a frame-block 
and switching can take place on by switching groups of 
frames at a time. 

[0102] The frame-blocks which are taken from each 
signal received from the two or more paths across the 
network may be selected according to a predetermined 
characteristic, for example, the signal quality (which 
may be determined by the frame-block BER). This en- 
ables the desired signal to be selected on a frame-block 
by frame-block basis from the highest quality frame- 
block received, which enables the desired signal to have 
an improved BER over the individual quality of the sig- 
nals arriving from the two or more paths, as lower quality 
frames from each path are discarded. 
[0103] In this way, a high quality signal can be recon- 
structed regardless of whether frames are selected due 
to an event in one path triggering a protection scheme 
to automatically select other path(s). Furthermore, this 
provides a way of restoring the original signal and/or fur- 
ther generating signals which are sent over two or more 
paths which have the BER of the original signal. 
[01 04] Another embodiment of the invention providers 
a channel alignment apparatus to enable signals carried 
on different channels to be aligned using sequence 
identifiers (for example, tags) carried in the frame-for- 
matting of the channel, and enables flow regulation to 
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take place (for example, using buffers) until the se- 
quence Identifiers are aligned which ensures the differ- 
ent channels are sequentially equivalent. This enables 
• selection between channels to occur without any se- 
quence jumps and resultant data loss, thus allowing hit- 
less protection to be implemented. 
[0105] It will also be appreciated that the invention 
may be employed where the re are more than one stand- 
by paths to select from. 

[0106] The invention is not limited to the embodiments 
described herein which may be modified or varied with- 
out departing from the scope of the invention. 



Claims 

1. A method of signal generation comprising the fol- 
lowing:- 

receiving a plurality of secondary signals, each 
secondary signal including a plurality of se- 
quentially numbered signal elements derived 
from the same primary frame-based signal; 
aligning the plurality of secondary signals with 
each other by determining a differential delay 
between corresponding sequentially numbered 
signal elements of each secondary signal; 
compensating for the determined differential 
delay using at least one delay element to syn- 
chronise the plurality of secondary signals with 
each other; 

presenting a plurality of synchronised second- 
ary signals to a switching element; and, 
switching on a frame-block by frame-block ba- 
sis between said plurality of synchronised sec- 
ondary signals to generate at least one frame- 
based signal. 

2. A method of signal generation as claimed in claim 
1, wherein the plurality of sequentially numbered 
signal elements derived from the same primary sig- 
nal comprise virtually-concatenated virtual contain- 
ers numbered using a virtual concatenation num- 
bering scheme which is implemented using one or 
more predetermined bytes to designate the virtual 
concatenation. 

3. A method of signal generation as claimed in claim 
1, wherein the plurality of sequentially numbered 
signal elements derived from the same primary sig- 
nal comprise virtually-concatenated virtual contain- 
ers numbered using a virtual concatenation num- 
bering scheme which is implemented using a pre- 
determined byte to designate the virtual concatena- 
tion., wherein the predetermined byte designated is 
H4. 

4. A method of signal generation as claimed in claim 
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1 , wherein the plurality of sequentially numbered 
signal elements derived from the same primary sig- 
nal comprise virtually-concatenated virtual contain- 
ers numbered using a virtual concatenation num- 
bering scheme implemented in accordance with 
ITU-T G.707. 

5. A method of signal generation as claimed in claim 
1, wherein the plurality of sequentially numbered 
signal elements derived from the same primary sig- 
nal comprise virtually-concatenated virtual contain- 
ers numbered using a virtual concatenation num- 
bering scheme implemented in accordance with 
ITU-T G.709. 

6. A method of signal generation as claimed any one 
of claims 1 ,2,3,4 or 5, wherein, in the step of switch- 
ing, each generated frame-based signal comprises 
sequentially numbered signal elements derived 
from a non-excluded secondary signal such that 
the original sequence numbering of the primary sig- 
nal is retained without interruption in each generat- 
ed signal. 



25 7. A method of signal generation as claimed in any one 
of claims 1 , 2, 3, 4, 5 or 6, wherein the primary 
frame-based signal has a higher data rate than a 
data rate of any one of said plurality of secondary 
signals. 

A method of signal generation as claimed in any one 
of claims 1 ,2,3,4,5,6 or 7, wherein each frame-block 
comprises a single frame and wherein said step of 
switching is performed on a frame-by-frame basis. 

9. A method of signal generation as claimed in any one 
of claims 1 ,2,3,4,5,6,or 7, wherein a frame-block 
comprises a plurality of frames. 

40 10. A method of signal generation as claimed in claim 
1 , wherein the plurality of sequentially numbered 
signal elements derived from the same primary sig- 
nal comprise virtually-concatenated virtual contain- 
ers numbered using a virtual concatenation num- 

45 bering scheme, and wherein the step of switching 
generates at least one signal, each generated sig- 
nal comprising virtual containers sequentially num- 
bered using the virtual concatenation numbering 
scheme, said step of switching retaining the se- 

50 q uence numbering without interruption in each gen- 
erated signal. 

1 1 . A method of signal generation as claimed in any one 
of claims 1 ,2,3,4,5,6, 7,8,9,or 1 0 wherein each gen- 
55 erated signal excludes one or more secondary sig- 
nal, wherein each excluded secondary signal is ex- 
cluded according to a predetermined selection cri- 
teria. 
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d 2. A method of signal generation as claimed in any one 
of claims 1 ,2,3,4,5,6,7,8,9, or 10 wherein each gen- 
erated signal excludes a secondary signal, the sec- 
ondary signal being excluded according to a prede- 
termined selection criteria, wherein the predeter- 
mined selection criteria is taken from the group con- 
sisting of: 

signal quality; and bit-errof -ratio. 

13. A protection scheme for a frame-based primary sig- 
nal, in which the optical signal is regenerated, the 
protection scheme comprising: 

receiving a plurality of secondary signals, each 
secondary signal including a plurality of se- 
quentially numbered signal elements derived 
from the frame-based primary signal; 
aligning the plurality of secondary signals with 
each other by determining a differential delay 
between corresponding sequentially numbered 
signal elements of each secondary signal; 
compensating for the determined differential 
delay using at least one delay element to syn- 
chronise the plurality of secondary signals with 
each other; 

presenting a plurality of synchronised second- 
ary signals to a switching element; and, switch- 
ing on a frame-block by frame-block basis be- 
tween said plurality of synchronised secondary, 
signals to regenerate said primary signal. 

14. Apparatus arranged to implement signal generation 
comprising the following:- 

a plurality of receivers arranged to receive a 
plurality of secondary signals, each secondary 
signal including a plurality of sequentially num- 
bered signal elements derived from the same 
primary frame-based signal; 
alignment means arranged to align the plurality 
of secondary signals with each other by deter- 
mining a differential delay between corre- 
sponding sequentially numbered signal ele- 
ments of each secondary signal; 
at least one delay element arranged to com- 
pensate for the determined differential delay to 
synchronise the plurality of secondary signals 
with each other; 

a switching element arranged to receive a plu- 
rality of synchronised secondary signals; and, 
a switch controller arranged to switch on a 
frame-block by frame-block basis between said 
plurality of synchronised secondary signals to 
generate at least one frame-based signal. 

15. Apparatus arranged to implement a protection 
scheme for a frame-based primary signal, the ap- 



paratus comprising: 

a plurality of receivers receiving a plurality of 
secondary signals, each secondary signal in- 
s eluding a plurality of sequentially numbered sig- 

nal elements derived from the frame-based pri- 
mary signal; 

alignment means arranged to align the plurality 
of secondary signals with each other by deter- 

10 mining a differential delay between corre- 

sponding sequentially numbered signal ele- 
ments of each secondary signal; 
at least one delay element arranged to com- 
pensate for the determined differential delay to 

15 synchronise the plurality of secondary signals 

with each other; 

a switching element arranged to receive a plu- 
rality of synchronised secondary signals; and, 
a switch controller arranged to switch on a 
20 frame-block by frame-block basis between said 

plurality of synchronised secondary signals to 
regenerate said primary signal. 

16. A switching apparatus arranged to receive data sig- 
25 nals on at least two transmission paths and to out- 
put data from a selected one of said transmission 
paths, the apparatus including a selector mecha- 
nism for selecting between transmission paths, 
wherein the apparatus is arranged to align the re- 
30 spective data signals received on said transmission 
paths so that said selector mechanism is able to se- 
lect between corresponding elements of said re- 
ceived data signals. 

35 17. An apparatus as claimed in Claim 1 6, wherein said 
signal alignment is achieved by buffering the re- 
ceived data signals. 

18. An apparatus as claimed in Claim 16 or Claim 17, 
40 wherein the apparatus is arranged to receive data 
signals on a main transmission path and a stand-by 
transmission path, each path carrying, in use, a 
substantially identical data signal. 

45 19. An apparatus as claimed in any one of Claims 16, 
17, or 18, wherein each element of each received 
data signal is associated with a tag indicating the 
position of the element in the data signal, the selec- 
tor mechanism being arranged to select between 

so elements having corresponding tags, and to cause 
said outp ut data to comprise said selected elements 
in sequential order according to the positional infor- 
mation indicated by the respective tags. 

55 20. An apparatus as claimed in any one of Claims 16 
to 19', wherein said signal elements are comprised 
in a respective data frame, the selector mechanism 
being arranged to select between corresponding 
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signal elements on a frame-by-frame basis. transmission system. 



21. An apparatus as claimed in any one of Claims 16 
to 20, wherein said signal elements comprise data 
containers. 

22. An apparatus as claimed in Claim 19, wherein said 
tags comprise virtual concatenation overhead bits. 

23. An apparatus as claimed in any one of Claims 16 
to 22, wherein said selector mechanism is arranged 
to compare the quality of the data signals received 
on said transmission paths and to select the trans- 
mission path of better quality. 

24. An apparatus as claimed in Claim 17, wherein the 
apparatus is arranged to store the elements of each 
received data signal in a respective data buffer. 

25. An apparatus as claimed in Claim 24, wherein the 
data buffers are implemented in one or more mem- 
ory devices. 

26. An apparatus as claimed in Claim 25, wherein the 
data buffers are implemented in Random Access 
Memory (RAM). 

27. An apparatus as claimed in Claim 25, wherein the 
selector mechanism comprises a switching control- 
ler arranged to select between transmission paths, 
and a switch device arranged to retrieve one or 
more signal elements from the data buffer corre- 
sponding to the selected transmission path and to 
cause the or each retrieved signal element to be 
output. 

28. An apparatus as claimed in Claim 25, wherein the 
switching controller is arranged to select between 
transmission paths in respect of each signal ele- 
ment. 

29. An apparatus as claimed in Claim 26, wherein the 
switching controller is arranged to compare the 
quality of conesponding respective signal elements 
from each received data signal and to cause the 
switch device to retrieve the signal element having 
better quality. 

30. An apparatus as claimed in Claim 25, wherein the 
switch device comprises a memory reading device. 

31. An apparatus as claimed in any one of Claims 16 
to 30, wherein the apparatus is arranged to store 
information concerning the quality of at least one 
element of each received data signal. 

32. An apparatus as claimed in any one of Claims 16 
to 31 , being arranged for use in a synchronous 



33. An apparatus as claimed in any one of Claims 16 
to 31 , being arranged for use in a non-synchronous 

5 transmission system. 

34. An apparatus as claimed in any one of Claims 16 
to 31 , being arranged for use in an optical transport 
network transmission system. 

10 

35. A synchronous transmission apparatus comprising 
a switching apparatus as claimed in any one of 
Claims 16 to 34. 

15 36. A synchronous transmission system comprising a 
first synchronous transmission apparatus arranged 
to transmit data signals across a network on at least 
two transmission paths; and a second synchronous 
transmission apparatus arranged to receive said 

20 data signals on said at least two paths, wherein the 
first synchronous transmission apparatus is ar- 
ranged to associate each element of each transmit- 
ted data signal with a tag indicating the position of 
the signal element within the data signal, and 

25 wherein said second synchronous transmission ap- 
paratus comprises a switching apparatus according 
to any one of Claims 16 to 34. 

37. In a switching apparatus arranged to receive data 
30 signals on at least two transmission paths and to 

output data from a selected one of said transmis- 
sion paths, a method of switching between trans- 
mission paths, the method comprising aligning the 
respective data signals received on said transmis- 
35 sion paths; and selecting between corresponding 
elements of said received data signals. 

38. In a synchronous transmission system comprising 
a first synchronous transmission apparatus ar- 

40 ranged to transmit data signals across a network on 
at least two transmission paths; and a second syn- 
chronous transmission apparatus arranged to re- 
ceive said data signals on said at least two paths, 
a method of switching between transmission paths, 

45 the method comprising: associating, at said first 
synchronous transmission apparatus, a tag with 
each element of said data signals, the tag indicating 
the position of the signal element within the data sig- 
nal; aligning, at said second synchronous transmis- 

50 sion apparatus, the respective data signals re- 
ceived on said at least two transmission paths; se- 
lecting, at said second synchronous transmission 
apparatus, between signal elements having corre- 
sponding tags; and outputtiog said selected signal 

55 elements in sequential order according to the posi- 
tional information indicated by the respective tags. 
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